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Abstract: The term biometrics derives from Greek (bio=life and 
metrics=measure) and implies the measurement of biological signs. 
Biometrics is the science of recognizing people based on their physical, 
behavioral, and physiological attributes, such as fingerprint, face scan, 
iris, retina, and voice. The present paper aims to develop a study on 
biometric identification. The major objective of the study is to conduct a 
survey among the Romanian population on the importance and 
knowledge of biometric identification methods. This objective was 
achieved by assessing the knowledge held by the general population of 
Romania regarding biometric indicators and the degree of adaptability 
and openness of citizens related to the widest possible implementation of 
biometrics.  The study was based on conducting a quantitative analysis 
using a questionnaire. Due to the high degree of accessibility, the online 
environment was chosen as a method of application, distribution being 
made through social networks. A biometric template digitizes the 
human body, it has been argued that the collection of biometric 
identifiers not only interferes with the privacy and right to protection of 
a person's data, but also with the integrity of an individual's body. In 
conclusion, the creation and storage of a unique biometric template must 
be seen in relation to the purpose of the operation. The protection of 
citizens from criminal activities is a primary obligation of the state. 
However, it must be exercised with due respect for a number of 
fundamental ethical values and in the light of modern human rights 
law. 
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Introduction  

The first historically recognized application of  a procedure of  
biometric identification took place in Ancient Egypt, with the aim of  
ensuring that the food supplied by the state would be divided fairly. To this 
end, a system was developed to document the distinct physical and 
behavioral characteristics of  workers, together with their name, place of  
residence and age (Ashbourn, 2000; Smith et al. 2018).  

The term biometrics derives from Greek (bio=life and metrics=measure) 
and implies the measurement of  biological signs (Jain et al, 2008). Biometrics is 
defined as the science of  recognizing people on the basis on individual 
physical, physiological and behavioral characteristics, such as fingerprints, 
face scans, iris, retina, and voice. A classic biometric system acquires data 
from a person (e.g. fingerprints), extracts a specific set of  features and 
compares them with templates from a database in order to either determine 
identity or to verify a claimed one (Belhadj, 2017).  

A typical biometric system consists of  four main modules: biometric 
sensor (responsible for capturing biometric features and converting them 
into a digital form), a quality assessment and trait extraction module 
(template generation), a matching module and a database. Biometric systems 
can be both static (fingerprint, hand geometry, iris, retina, face) and dynamic 
(voice and signature) (Jain et al. 2008).  

A significant development occurred in the middle of  the XIX 
century, when Czech scientist Jan Evangelista Purkinje (1787-1869) 
determined that fingerprints are unique (Ashbourn, 2000). The first-
generation biometric systems were focused on uniquely identifying or 
authenticating specific individuals. It was not until the late 1990s that the 
first cases of  widespread use of  such systems began in the US, followed by a 
significantly increased spread after the 2001 terrorist attacks with the 
introduction of  biometric passports, which contain fingerprints and facial 
data (Wolf, 2017; Ramalingam et al. 2018).  

As time passed, the first-generation biometric systems advanced due 
to an increased performance of  computer systems, substantially reducing 
error rates (especially in facial recognition techniques). These first-generation 
biometric systems have developed into a fast and reliable identification and 
authentication tool, used in a wide variety of  situations, such as law 
enforcement purposes or electoral voting. Apps using fingerprint and facial 
recognition technologies have even reached the private sector, being used for 
unlocking smartphones or recognizing customers. These techniques replace 
traditional security measure (such as text-based passwords) due to the latest 
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facial recognition technology, which allows for an individual to be identified 
in less than a second (Ramalingam et al. 2018). 

The public sector increasingly relies on biometric techniques in 
various sections, such as healthcare, law enforcement and border security. 
The global trends of  hyper-individualization, heightened security concerns 
and continuous need for improvement of  digital services continue to be 
strong driving factors for the development of  better, more accurate 
biometric technologies in the following years (Sohnemann et al. 2020). 
Adopting them will undoubtedly increase the probability that more and 
more people will come into contact with this kind of  technology, which will 
certainly lead to a broader discussion of  ethical concerns. 

The present paper aims to develop a study on biometric 
identification. The major objective of  the study is to conduct a survey 
among the Romanian population on the importance and knowledge of  
biometric identification methods. This objective was achieved by assessing 
the information held by the general population of  Romania regarding 
biometric indicators and the degree of  adaptability and openness of  citizens 
in relation to the widest possible implementation of  biometric systems.  

Material and method  

The study was based on conducting a quantitative analysis using a 
questionnaire. Due to the high degree of  accessibility, the online 
environment was chosen as a method of  application, distribution being 
made through social networks (Facebook-Questionnaires made by students, master 
students, doctoral students and researchers, WhatsApp, Yahoo Mail), and data 
processing was done with the help of  Microsoft Office tools - Excel. For the 
questionnaire, questions relevant to the topic were used, with the help of  
which a wide range of  opinions were obtained on the methods of  
identification of  an individual by biometric means.  

The tool used to highlight the importance of  databases and ethical 
issues raised by biometric identification methods is a questionnaire 
containing a limited number of  questions with mixed answers. Closed-ended 
questions with predetermined answer options guide people to tick off  one 
of  the proposed answers. The individual will express his/her own opinion 
and approach situations with personal examples regarding the subject of  the 
question through open-ended questions.  

The questionnaire was applied to a number of  130 people, consisting 
of  both women and men aged from under 20 to 70 years, with higher 
education, but also secondary or incomplete, for a period of  three months. 
The surveyed group consists mainly of  employees, but also includes 
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students and pensioners. The questionnaire was anonymous and will not be 
communicated in full form. This method of  data collection also met the 
provisions of  the Personal Data Protection Regulation. 

 The elaborated questionnaire was divided as follows: i) demographic 
data: age, sex, background, education, profession; ii) current knowledge of  
biometric identification methods and benefits; iii) the possibility of  
introducing biometric indicators in identity documents in compliance with 
fundamental rights and their securing capability; iv) indication of  biometric 
features for the creation of  databases, giving reasons for choice, indication 
of  easily falsifiable biometric indicators and those that would violate 
fundamental rights. 

Results and discussion  

The results of  the survey on the demographic structure of  
respondents are shown in the figures below (Figure 1-4) - Authors own 
conception (statistical analysis). Regarding demographic data, it was found 
that people aged between 20 and 29 responded with the highest percentage 
of  36%, the percentage of  response decreasing with age. It is also noted that 
there were responses with a higher distribution among women present in the 
age group of  20-29 years.  

 

 

Figure 1 Respondents according with age (Authors own conception (statistical analysis)) 
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Figure 2 Respondents according to age and gender (Authors own conception (statistical 
analysis) 

There is a higher number of  respondents from urban areas and less 
from rural areas, as well as a higher share of  women in the category aged 20-
29 in urban areas. At the same time, the largest share of  respondents is 
represented by those with higher university and postgraduate education, 
representing over 67% of  the total number of  the sample.  

Regarding the current degree of  knowledge on biometrics-based 
identification methods, 108 respondents (83.07%) claim to have heard about 
the possibility of  recognizing a person based on physical and behavioral 
characteristics. Analyzing the respondents' answers, we find that the level of  
knowledge of  biometrics-based identification methods is increased within 
each age category but does not differ among female and male respondents. 
Also, depending on the last form of  education graduated, the largest share is 
occupied by that of  people with higher education (university and 
postgraduate), but within each subcategory there is a degree of  knowledge 
of  over 80% both in the category of  high school graduates (82.85%) and in 
the subcategories "university studies" (88.88%) and "postgraduate" studies 
(88.88%).  
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Figure 3 Gender and background of  respondents according to their age categories (authors 
own conception – statistical analysis) 

 

Figure 4 Quantitative analysis of  biometric identification knowledge (authors own 
conception – statistical analysis) 
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Figure 5 Number of  respondents according to the last form of  education completed 
(authors own conception – statistical analysis) 

 

Figure 6 Quantitative analysis of  agreement of  biometric data (authors own conception – 
statistical analysis) 
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Figure 7 Quantitative analysis of  agreement of  biometric data (authors own conception – 
statistical analysis) 

Respondents who disagreed that the identification documents 
(passport, identity card, car license) contain biometric data (fingerprint, facial 
scan) had the opportunity to argue their choice through the open answer 
question (number 8), supporting various reasons. Out of  the number of  
respondents who do not want identification documents to contain biometric 
indicators, 27.27% claim that their right to privacy is violated, others 
summoning reasons related to their own religion and safety.  
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Retaining fingerprints and biological samples is generally more 
controversial than taking such bioinformation. Given the information that 
could be revealed, keeping biological samples in databases raises greater 
ethical concerns than digitized fingerprints. Thus, in case of  mandatory 
biometric data entry in identity documents, 16.92% (22 answers) of  
respondents consider that their fundamental rights are violated. The share 
of  those who consider that their fundamental rights are violated is higher 
among respondents in rural areas (26.31%), compared to those in urban 
areas of  15.31%. Depending on the age category, the highest rate of  
respondents who consider that their fundamental rights may be violated in 
case of  mandatory biometric data is in the category of  50-59 years old 
(33.33%), followed by people aged 60-69 years (20%).  

 

 

Figure 8 Opinions regarding the fundamental rights (autors own conception – statistical 
analysis) 
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Figure 9 Opinions regarding the fundamentals right 2 (authors own conception – statistical 
analysis) 
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Figure 10 The types of  fundamental rights with potential to be violated during the 
biometric identification (authors own conception – statistical analysis) 
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Figure 11 Quantitative analysis regarding the possibility of  Romania to ensure the security 
of  biometric data (authors own conception – statistical analysis ) 

 

Figure 12 Quantitative analysis regarding the possibility of  Romania to ensure the security 
of  biometric data (authors own conception – statistical analysis )2 
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fundamental human rights as long as they are used within a well-defined 
legal framework and then stored securely in a database. Equally, respondents 
consider DNA evidence and facial image indicators that give them insecurity, 
with some individuals claiming that the facial image may violate their right to 
privacy (mass surveillance). Of  the respondents, only 5% consider that all 
indicators would violate the rights of  individuals who refuse digitalization 
(right to prohibit discrimination, right to free movement). Moreover, there 
are opinions about the invasive, aggressive and intrusive nature of  these 
technologies that would go beyond the purpose for which they are used (for 
example, according to some studies, fingerprints can reveal data on a 
person's ethnic origin).  

Analyzing the above, and the specialized literature, we find that the 
impact of  ethical issues depends especially on the concrete purpose of  
identification, on the biometric methods used (invasive or non-invasive, high 
or low precision) as well as on their ability to be reproducible / easy to 
falsify, the consequences (arrest for example) triggered by a high probability 
score / match,  the security of  biometric data included in the database, as 
well as concerns associated with modern large-scale surveillance (respect for 
fundamental rights).  

The rapid evolution of  biometric technology has allowed its wide 
use in commercial, governmental, medical applications, becoming a method 
of  identification known to the general public. It is considered that in order 
to increase citizens' safety, the contribution of  each person with biometric 
features in the implementation of  such a national database is important. But, 
at the same time, it should be mentioned that new laws and systems capable 
of  ensuring the security of  biometric data included in the event of  the 
development of  such a database must be introduced and applied.  

Schomberg (2007) provided an overview of  ethical issues related 
especially to new technologies, adapted today to the issues surrounding the 
use of  biometrics. His works include: respect for fundamental principles 
(EU Charter of  Human Rights and national constitutions) and secondary 
rights (access to information, data protection); issues of  human dignity and 
the surveillance society; data status (identification of  medical conditions not 
foreseen and consented); non-discrimination, social exclusion, and equity 
(Jain et al. 2008).  

The process of  biometric identification involves several 
characteristic steps, each of  which raising specific ethical concerns. The first 
step is the development of  technology which includes processing of  
biometric data, evidence the use of  which must be justified both legally and 
ethically. Due to the extreme sensitivity of  biometric identification systems, 
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particular attention is needed against any potentially discriminatory effects. 
The critical stage in biometric identification is the enrollment phase, i.e. 
creating biometric templates by collecting information, extracting specific 
features from the data collected, assembling the data into a template and 
storing it in a reference database. Once the system is up and running, the 
next step is to collect and process templates, specifically biometric input data 
taken from persons to be identified. This information requires specific 
processing, including the extraction of  particular characteristics. Next comes 
comparing templates with stored ones and calculating a match score that will 
trigger different attitudes. Depending on what kind of  reactions are 
triggered (severity, reversibility, possibility of  being challenged), several 
ethical issues may surface, generally associated with the decision-making 
process (Buolamwini, 2017; Cooper et al. 2019).  

Thus, the main ethical issue in the case of  biometric identification is 
related to the enrollment stage, namely the creation and storing of  unique 
templates. Since traits that individually identify a particular person belong to 
one's own body, the process of  collection and usage interferes with human 
autonomy and dignity. Once such a template is created and stored in a 
reference database, anyone can get hold of  it. 

The stored template can be used to identify the person for an 
indefinite range of  purposes and in various situations. The aspect which 
makes the possession of  biometric templates so influential and potentially 
risky from the perspective of  human fundamental rights is that individuals, 
all throughout their lifetime, will not be able to modify their biometric 
characteristics. Other people's use of  biometric characteristics for the 
purpose of  identification is seen as a contradiction of  Immanuel Kant's 
fundamental principle that "humans should be treated as ends in themselves, never 
merely as a means." (Alterman, 2003) 

Given that biometric templates digitize the human body, there have 
been concerns that the process of  collecting biometric identifiers not only 
interferes with the privacy and right to protection of  a personal data, but 
also with the integrity of  an individual's body. Therefore, it has been 
paralleled to body searches or other measures that interfere with a person's 
physical integrity. According to this interpretation, the digitized body created 
throughout biometric templates could be searched remotely and 
indeterminately without the ‘owner’ ever knowing (; Wendehorst et al. 2021).  

First-generation biometrics makes it easy to create profiles by 
providing deep insights into a person's privacy. Behavioral detection 
techniques amplify this ethical problem because individuals' profiles could be 
augmented with information about their intentions. In addition, they may 
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disclose information about personal health problems and disabilities that 
were not previously known. This often rises an ethical problem because, on 
the one hand, the affected person has the right to receive complete 
information about the result of  biometric detection, but, on the other hand, 
informing the individual about a particular condition without their consent 
interferes with the right not to know (Sanchez-Monedero & Dencik, 2020).  

Conclusions  

Due to the need of  increased accuracy, biometric technologies are 
combined into multimodal systems. They use multiple biometric identifiers 
to identify a person. Biometric systems can minimize the risk of  fraud and 
assist in overcoming the difficulties caused by poor quality or missing data, 
but they also raise ethical concerns as they allow for greater supervisory 
efficiency and can be used for profiling. 

In conclusion, the creation and storage of  a unique biometric 
template must be considered in the context of  the specific purpose of  this 
process: the protection of  all citizens from any and all criminal activities, as a 
primary obligation of  every state. However, this obligation must be 
exercised with due respect for the fundamental ethical values and in the light 
of  modern human rights law.  
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